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7: Bitcoin wallet types
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Bitcoin (BTC)

O

0.0031671

0.0071143

(5
(5
(5

0.0000392

RECEIVE




receive bitcoin

Bitcoin (BTC)

n 0.0031671
Q 0.0025704
0 0.0071143
O 0.0000392

RECEIVE

send bitcoin




receive transaction

Bitcoin (BTC)

n 0.0031671
Q 0.0025704
0 0.0071143
O 0.0000392

RECEIVE

send transaction




Bitcoin (BTC)

n 0.0031671
0 0.0025704
0 0.0071143
O 0.0000392
rece |Ve RECEIVE




receive bitcoin

create key

show key address

connect to network Bitcoin (BTC)

verify transaction @

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE




receive bitcoin

create key

show key address

connect to network

verify transaction

create transaction

sign transaction

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
Q 0.0025704
0 0.0071143
O 0.0000392

RECEIVE

10



receive bitcoin

show key address

connect to network

verify transaction

Bitcoin (BTC)

O

1.3478

0.0031671
0.0025704
0.0071143
0.0000392

RECEIVE
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receive bitcoin
(i) create key

show key address

connect to network

verify transaction

Bitcoin (BTC)

O

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE

Seed

Type

Currency

Wallet number

Child number

Master private key

XPRIV

Private Keys
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receive bitcoin
(i) create key

show key address

connect to network

verify transaction

Bitcoin (BTC)

O

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE

Seed

Type

Currency

Wallet number

Child number

Master private key

XPRIV

Private Keys
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receive bitcoin
<i) create key

show key address

connect to network

verify transaction

Bitcoin (BTC)

O

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE

Seed

Type

Currency

Wallet number

Child number

Master private key

XPRIV

Private Keys

71
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receive bitcoin

show key address

connect to network

verify transaction

Bitcoin (BTC)

0.0031671

0.0071143

Q 0.0025704

0.0000392

RECEIVE

Seed

Type

Currency

Wallet number

child number

Master private key

XPRIV

Private Keys

71

110101000111100101
100011010001010110
011110001001100010
011000000111001001
101111111100101101
010011010110000111
011000110101001110
101011110000111100
001010011000110101
100101111111001100
110000101101111011
0111001100111

15



receive bitcoin

show key address

connect to network

verify transaction

Bitcoin (BTC)

O

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE

Seed

Type

Currency

Wallet number

Child number

Master private key

XPRIV

Private Keys

WEONSTIOTL..
1. ASNARE- ...
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receive bitcoin

show key address

connect to network

verify transaction

Bitcoin (BTC)

O

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE

Seed ‘
Type m/44’
Currency 0
Wallet number 0
Child number 0

Master private key

XPRIV

Private Keys

71

WEONSTIOTL..
1. ASNARE- ...

17



receive bitcoin
» (i) create key

show key address

connect to network

verify transaction

Bitcoin (BTC)

;3 0.0031671
B 0.0025704

2 < 0.0071143

0000392

RECEIVE
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(i) create key
» @ show key address

[ connect to network

verify transaction

;3 0.0031671

8  0.0025704
2 < 0.0071143

0.0000392

RECEIVE
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receive bitcoin

show key address

connect to network

O

»

verify transaction

n 0.0031671
0 0.0025704
0 0.0071143
0 0.0000392

RECEIVE
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

OO

"

n 0.0031671
Q 0.0025704
0 0.0071143
O 0.0000392

RECEIVE
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

OO

"

n 0.0031671
Q 0.0025704
0 0.0071143
O 0.0000392

RECEIVE
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» receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

sign transaction

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
0 0.0025704
0 0.0071143
0 0.0000392

RECEIVE
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"

receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

r

sign transaction

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
0 0.0025704
0 0.0071143
0 0.0000392

RECEIVE
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

S

sign transaction

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

0.0031671

0.0025704

0 oo

RECEIVE

0100000001bdd84c0a10482ee004977ae99cdf7109
b9b640f21d54cccafef1315c9d346a81010080006b4
83045022100c1f209db2e8efb2e90ef054bdle0f4c2b
adbadce5f0710141cf19969bc63065c02203f34b4ced
d8f19355c1c457dbc101273f096faab8abf29b67edeb
cdcle3f551d0a412103adf90e9560aa579e128a64f7c
4f024fe32031a9f7550f6f6e511db3f8e062a0800000
0003c8cfe300080000001976a914deedd3c18efe2b?2
c6838e8baccal056cd4aacf8d388acc8cf03000000000
01976a914bc07ca234f8ffedbe26513ee093312aa4f2
1be0a88ac00000000000000000e6a0401010101076
26746175746800000000
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

0.0031671

0.0025704

0 oo

RECEIVE

0100000001bdd84c0a10482ee004977ae99cdf7109
b9b640f21d54cccafef1315c9d346a81010080006b4
83045022100c1f209db2e8efb2e90ef054bdle0f4c2b
adbadce5f0710141cf19969bc63065c02203f34b4ced
d8f19355c1c457dbc101273f096faab8abf29b67edeb
cdcle3f551d0a412103adf90e9560aa579e128a64f7c
4f024fe32031a9f7550f6f6e511db3f8e062a0800000
0003c8cfe300080000001976a914deedd3cl8efe2b2
c6838e8bacca056cd4aacf8d388acc8cf03000000000
01976a914bc07ca234f8ffedbe26513ee093312aa4f
21be0a88ac00000000000000000e6a040101010107
626746175746800000000
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
ﬂ 0.0025704
0 0.0071143
n 0.0000392

RECEIVE
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receive bitcoin

create key

show key address

connect to network

verify transaction

send bitcoin

create transaction

sign transaction

NS, OO

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
ﬂ 0.0025704
0 0.0071143
n 0.0000392

RECEIVE

Mame

blocks
chainstate
database
|j Jock
|j wwalletlock
Qf’ banlist.dat
Qf’ bitcoin.conf
=] db.log
|:] debug.log
Qf’ fee_estimates.dat
Qf’ mempool.dat
Qf’ peers.dat
Hwallet.dat

Date modified

111272018 1:44 PM
11/12/2018 1:45 PM
111272018 1:43 PM
7/8/2018 10:06 PM
7/8/2018 10:06 PM
7/8/2018 10:06 PM
T/8/2018 11:27 PM
7/8/2018 10:06 PM
11/12/2018 1:43 PM
11/11/2018 10049
11/11/2018 10:49
11/11/2018 10:49
11/12/2018 1:44 PM

Type Size

File folder

File folder

File folder
LOCK File
WALLETLOCK File
DAT File

COMF File

Text Docurment
Text Docurment
DAT File

DAT File

DAT File

DAT File
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receive bitcoin

create key

show key address

connect to network

verify transaction

OO

send bitcoin

create transaction

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

0.0031671
0.0025704
0.0071143

0.0000392

RECEIVE

Mame

blocks
chainstate
database
|j Jock
|j wwalletlock
[ banlist.dat
Qf’ bitcoin.conf
=] db.log
|:] debug.log
Qf’ fee_estimates.dat
Qf’ mempool.dat
Qf’ peers.dat
Hwallet.dat

111272018 1:44 PM
11/12/2018 1:45 PM
111272018 1:43 PM
7/8/2018 10:06 PM
7/8/2018 10:06 PM
7/8/2018 10:06 PM
T/8/2018 11:27 PM
7/8/2018 10:06 PM
11/12/2018 1:43 PM
11/11/2018 10049
11/11/2018 10:49
11/11/2018 10:49
11/12/2018 1:44 PM

Type

File folder

File folder

File folder
LOCK File
WALLETLOCK File
DAT File

COMF File

Text Docurment
Text Docurment
DAT File

DAT File

DAT File

DAT File

Size
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receive bitcoin

create key

show key address

connect to network

verify transaction

send bitcoin

create transaction

sign transaction

NS, OO

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

0.0031671
0.0025704
0.0071143

0.0000392

RECEIVE

Mame

blocks
chainstate
database
|j Jock
|j wwalletlock
[ banlist.dat
Qf’ bitcoin.conf
=] db.log
|:] debug.log
Qf’ fee_estimates.dat
Qf’ mempool.dat
Qf’ peers.dat
Hwallet.dat

T TETE0Ts T PV
11/12/2018 1:45 PM
11/12/2018 1:43 PM
7/8/2018 10:06 PM
7/8/2018 10:06 PM
7/8/2018 10:06 PM
T/8/2018 11:27 PM
7/8/2018 10:06 PM
11/12/2018 1:43 PM
11/11/2018 10:49
11/11/2018 10:49
11/11/2018 10:49
11/12/2018 1:44 PM

Type Size

File folder

File folder

File folder
LOCK File
WALLETLOCK File
DAT File

COMF File

Text Docurment
Text Docurment
DAT File

DAT File

DAT File

DAT File
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receive bitcoin

Q |

create key

show key address

connect to network

verify transaction

OO

send bitcoin

create transaction

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
‘) 0.0025704
ﬂ 0.0071143
ﬂ 0.0000392

RECEIVE

Mame

blocks
chainstate
database
|j Jock
|j wwalletlock
[ banlist.dat
Qf’ bitcoin.conf
=] db.log
|:] debug.log
Qf’ fee_estimates.dat
Qf’ mempool.dat
Qf’ peers.dat
Hwallet.dat

] (
] (
] (
] (

11/12/2018 1:43 PM
T/8/2018 10:06 PM
T/8/2018 10:06 PM
T/8/2018 10:06 PM
T/8/201811:27 PM
7/8/2018 10:06 PM
11/12/2018 1:43 PM
11/11/2018 10049
11/11/2018 10:49
11/11/2018 10:49
11/12/2018 1:44 PM

Type

File folder

File folder

File folder
LOCK File
WALLETLOCK File
DAT File

COMF File

Text Docurment
Text Docurment
DAT File

DAT File

DAT File

DAT File

Size
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receive bitcoin

create key

show key address

connect to network

verify transaction

OO

send bitcoin

create transaction

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
‘) 0.0025704
ﬂ 0.0071143
ﬂ 0.0000392

RECEIVE

Mame - Date moedified Type
blocks 111272018 1:44 PM  File folder
chainstate 11/12/2018 1:45PM  File folder
database 11/12/2018 1:43 PM - File folder
|j Jock 1o nne DR | QK File
|j awalletlock LLETLOCK File
[ banlist.dat File
[ bitcoin.conf NF File
|:] db.log Document
|:] debug.log Document
Qf’ fee_estimates.dat e AT File
Qf’ mempool.dat 11/11/2018 10:49 DAT File
Qf’ peers.dat 11/11/2018 10:49 DAT File
Hwallet.dat 11/12/2018 1:44 PM  DAT File

Size

32



receive bitcoin

create key

show key address

connect to network

verify transaction

OO

send bitcoin

create transaction

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

n 0.0031671
‘) 0.0025704
ﬂ 0.0071143
ﬂ 0.0000392

RECEIVE

Mame

blocks
chainstate
database

|j Jock

|j wwalletlock

[ banlist.dat

Qf’ bitcoin.conf

=] db.log

|:] debug.log

Qf’ fee_estimates.dat
Qf’ mempool.dat
Qf’ peers.dat
Hwallet.dat

Date modified

111272018 1:44 PM
11/12/2018 1:45 PM
111272018 1:43 PM
7/8/2018 10:06 PM

7/8/2018 10:06 PM
wli: 75

201G J0.0E Dk Y

T T T TOTT T

11/12/2018 1:44 PM

Type

File folder
File folder
File folder
LOCK File

WALLETLOCK File

DAT File

COMF File

Text Docurment
Text Docurment
DAT File

DAT File

DAT File

DAT File

Size

33



receive bitcoin

create key

show key address

\

connect to network

\

send bitcoin

create transaction

sign transaction

\

@ verify transaction

connect to network

,
\

broadcast transaction

verify transaction

Bitcoin (BTC)

ﬂ 0.0025704
0 0.0071143

RECEIVE

Private Keys
L1WgXjBZ7seFRRFEMfL7sV3Cke2XvawhityGpodwSaswTMhsZeGuT
Kxlh30gmtBYnMxThgX8YwKgaW1dkf6KoTtTNEOWExgYKjk3gOkys
5Km2ku3PWIBsU94rDG6ulQovClgUHgCteR5mP72P4qBq5SNRe34T
L3XNrsgELSkUshw3W7AdXx7VkIRd104G15Zb 7 DtkwGwU cQyXG3d6
KwH2trISHf3IrRYez4G8Ynm3ur91R3IMKKh1HfBDSyShvf8dRoz1G
51XgBKe32nu7yfErRm3wli2b7wCScU4iTF2VSMb2zj6cX2FfBop
L3fBtBrG5HIHPF7rSVAZA3Qe 7ME2TjyBp3mQhtWdojAGdVYPRIWz

Kw4Fg6f7tBUcFMB2KEmn1g8L40y9xQkaAjDSy7CySUBVZmXk2mDy

5liiBmud75gdnSgXBNrvQbsANvES 59ToUgk

L3fF8jCiwSYE1VIvBCTmLpSe1dBEnC2IURPSEZBFwWiHCGFMkoSZF

Public Keys Address

D43f8663e664d0dB6C2f3721a3082633a1a510d98e8c
3e002d1e6d518e1f39eb71cda4fclce20b79282fc2a90 1F26pNMrywyZIdr22jErtkcjFBRITHS5G
50a47d26300a8c6e6f30a43b32473f72d03899b1
0423a13525d2e8ecf19%9e1d0aed4e26996ff4f25168a6
beBa2c5723d2c5c37415ec1aBb0f78e9c5ef5e93855f0 1FWwXGONKHBCD5QGIryyAhaHEBgS3YETrEC
b70e5a2c0e29b3a7744c5ab7e5dod1dB63c38b3F
0417b80b7a038bde4d36240176f9cB97deB1a59bfeadf
9d5e5b2dbbasd62e250a7f6e6ode62746a5f33b1330b 1LNSGERUSOVUELINZUsrYi7hrakHLbMBS
95a2c702a1f2033c4a4b570e83e89%e6463ecf1232
049b4062e22f49e42d91f2f1foc72e267cd5al11bB0B0e
a94765c10a23c2ee22c146a1957c614db28db6327b68 1Eboc2 IFLPb2ftVu42n2REHTSth1gTeVmT
flbelb9d4b4acac3542f191f3271f8828a5e0f3el
0415a7b498e21d4bbfcB6bfalac72313e1e02cf5e8f6a

b74bcb&fofa563ch4eefbbd 1c22a80f2c0e7ac4c0210e 1DevEp pVxLjtxSfFEH2ZIXrOpHSWL5GzkG
1f225a05a8c4c11891b2a05a33b0eB68ca2094cd
D43ea7ef69b44a3531a5004e09dbaf548b0f28942d 1e
6925a4d0a38f4c8357c4b0d3209ed0985c94993 1ed4e 1ADZXIVIWSUYZOMRZESYSzVbMwN2dIEBh]Z
3f0d8b72debag961f1429a7226fcd3a69f9eBc42a6
04d4c9e2a9471b00597a7f25320b6e00a1284batha4da
36740d92f600b6a1511abB7f32bf180e1cBbbf2f27e0f 1M7TtY4uANVZxblkgBelgdvYdCwBTodxed
2d6d05a08f882bcba3bfsd7246cb6db3446ab37d
04e6d3f335a5cBe45d5065f14844b942a36c0b2f13f1e
B89e6ab37b99a7f4319b34a30b0cBe20fbd6f56detadd 1DEPEISQICsomS4BSMY2RpUlupvE2aGvhD
Sab4b7e77d2bfc66c6c3b7d65672a0daB5a8d7 cSf
041b183d5526daab1f0d4fddc32fdabfafsefec74378d
79b02c6dchf253f6f7e50b1e5f14e52bb50d60efb4b0f 1FFSFgBmzXiifgMD95ccfFzGaGyEHKINk]
2daaBefb5018b0a74d641399effo064a8f23b73
04d3d0c114c31a81555b252a6a129e135a2aa16e2a92
b859d3e3c7e60f4f70cf 78d8e0544f 72b4c0f4b2e1f04b 1KtpGYCfw 7o 7S51KIP7z4ToLQa7H209aytR
1&ffcfb1605d6e7{78c5f9b05291f4099a96317a
04aa5f99a024a4ea34b0fbd6f9bdc0974a2d3bdaa072

Kx4DhXMX5As10QnHbZ9q4B8ge5VIMRDzSuDxELbjSB1hSeUza9m 70 af8adce808b48f0adbs5f6487c2b87a4%9ac24d4a5e922d 1GjWoCLSotkUGK7sNpCixvBoRveR1d L1V

4d98f089f49888aa500c4007d9fa3b340180e42c8
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

ﬂ 0.0031671
0 0.0025704

0 0.0071143
9 0.0000392

RECEIVE

() TREZOR
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receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

ﬂ 0.0031671
X2t
Q 0.0025704

Q 0.0071143
9 0.0000392

RECEIVE

(' TREZOR

36



receive bitcoin

create key

|

show key address

connect to network

verify transaction

create transaction

OO

sign transaction

NS,

connect to network

broadcast transaction

verify transaction

Bitcoin (BTC)

ﬂ 0.0031671
0 0.0025704

0 0.0071143
9 0.0000392

RECEIVE

() TREZOR

37



receive bitcoin

create key

show key address

\

connect to network

\

verify transaction

send bitcoin

create transaction

sign transaction

\

connect to network

\

broadcast transaction

\

verify transaction

Bitcoin (BTC)

0.0031671

0.0025704

0.0071143

0.0000392

RECEIVE

0100000001bdd84c0a10482ee004977ae99cdf7
109b9b640f21d54cccafef1315c¢9d346a8101008
0006b483045022100c1f209db2e8efb2e90ef05
4bdle0f4c2badbadce5f0710141cf19969bc6306
5c02203f34b4c6dd8f19355c1c457dbc101273f0
96faab8abf29b67edebcdcle3f551d0a412103ad
f90e9560aa579e128a64f7c4f024fe32031a9f75
50f6f6e511db3f8e062a08000000003c8cfe3000
80000001976a914deedd3c18efe2b2c6838e8ba
cca056cd4aacf8d388acc8cf0300000000001976
a914bc07ca234f8ffedbe26513ee093312aa4f21
be0a88ac00000000000000000e6a0401010101
07626746175746800000000

() TREZOR

38



receive bitcoin

create key

show key address

\

connect to network Bitcoin (BTC)

() TREZOR

verify transaction

0100000001bdd84c0a10482ee004977ae99cdf7
109b9b640f21d54cccafef1315c¢9d346a8101008
0006b483045022100c1f209db2e8efb2e90ef05
4bdle0f4c2badbadce5f0710141cf19969bc6306

5c02203f34b4c6dd8f19355c1c457dbc101273f0
96faab8abf29b67edebcdcle3f551d0a412103ad
f90e9560aa579e128a64f7c4f024fe32031a9f75

50f6f6e511db3f8e062a08000000003c8cfe3000

OO

send bitcoin

80000001976a914deedd3c18efe2b2c6838e8b

Q 0.0031671 accal 1. i, )30000000000197

et 6a914bc07ca234f8ffedbe26513ee093312aa4f2

- 1be0a88ac00000000000000000e6a040101010
Q 0.0025704 107626746175746800000000

create transaction

J 0 0.0071143

sign transaction [ 3 IS

NS,

3 RECEIVE

connect to network

,
\

broadcast transaction

verify transaction




receive bitcoin

create key

show key address

\

connect to network Bitcoin (BTC)

() TREZOR

verify transaction

0100000001bdd84c0a10482ee004977ae99cdf7
109b9b640f21d54cccafef1315c¢9d346a8101008
0006b483045022100c1f209db2e8efb2e90ef05
4bdle0f4c2badbadce5f0710141cf19969bc6306

5c02203f34b4c6dd8f19355c1c457dbc101273f0
96faab8abf29b67edebcdcle3f551d0a412103ad
f90e9560aa579e128a64f7c4f024fe32031a9f75

50f6f6e511db3f8e062a08000000003c8cfe3000

OO

send bitcoin

80000001976a914deedd3c18efe2b2c6838e8b

Q 0.0031671 accal 1. i, )30000000000197

et 6a914bc07ca234f8ffedbe26513ee093312aa4f2

- 1be0a88ac00000000000000000e6a040101010
Q 0.0025704 107626746175746800000000

create transaction

J 0 0.0071143

sign transaction [ 3 IS

NS,

3 RECEIVE

connect to network

,
\

broadcast transaction

verify transaction




receive bitcoin

create key

|

show key address

connect to network

verify transaction
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