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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(algmx.com
www. bitcoin. org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent direcily from one party to another without going through a
financial institution. Digital signatures provide pant of the solution, but the main
benefits are lost if a trusted third party 15 still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events wiinessed, but proof that 1t came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.



Bitcoin is digital money
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peer to peer: yes
electronic: no
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electronic: yes
peer to peer: no
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Bank cheque
EFT

credit card
Apple pay
Venmo

Wire transfer
SWIFT
Loyalty points
Pre-paid card
Gift Cards
e-bucks
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(algmx.com
www. bitcoin. org

double spending
problem

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent direcily from one party to another without going throu
financial institution. Digital signatures provide pant of the solution, but
benefits are lost if a trusted third party is still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events wiinessed, but proof that 1t came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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directly from one
party to another
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Pictographic Tablet Mesopotamia (3200 BC)
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The double-entry ledger (1340 AD)
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B C D
Double Entry Accounting
Cash Purchase of Equipment
Account Debit Credit
Cash - $250,000
Equipment $250,000 -
Credit Purchase of Inventory
Account Debit Credit
Inventory $50,000 -
Accounts Payable - $50,000
Credit Sale to Customer
Account Debit Credit
Accounts Receivable $20,000 -
Sales Revenue - $20,000
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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin(algmx.com

www. bitcoin. org

distributed
consensus

Abstract. A purely peer-to-peer version of electronic cash would allow onh
payments to be sent direcily from one party to another without going throu

financial institution. Digital signatures provide pant of the solution, but
benefits are lost if a trusted third party i1s still required to prevent doub
We propose a solution to the double-spending problem using a peer-
Ihe network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events wiinessed, but proof that 1t came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
attack the network, they'll generate the longest chain and outpace attackers. The
network itself requires minimal structure. Messages are broadcast on a best effort
basis, and nodes can leave and rejoin the network at will, accepting the longest
proof-of-work chain as proof of what happened while they were gone.
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Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent direcily from one party to another without going through a
financial institution. Digital signatures provide pant of the solution, but the main
benefits are lost if a trusted third party 15 still required to prevent double-spending.
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Ihe network timestamps transactions by hashing them into an ongoing chamn of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of
events wiinessed, but proof that 1t came from the largest pool of CPU power. As
long as a majority of CPU power is controlled by nodes that are not cooperating to
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1. blockchain

2. proof of work

/
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Bitcoin Whitepaper (p.7)

The receiver generates a new key pair and gives the public key to the sender shortly before
signing. This prevents the sender from preparng a chamn of blocks ahead of time by working on
it continuously until he is lucky enough to get far enough ahead, then executing the fransaction at
that moment. Once the transaction is sent, the dishonest sender starts working m secret on a
parallel chain containing an alternate version of his transaction.

The recipient waits until the transaction has been added to a block and z blocks have been
linked after it. He doesn't know the exact amount of progress the attacker has made, but
assuming the honest blocks took the average expected time per block, the attacker's potential
progress will be a Poisson distribution with expected value:

To get the probability the attacker could still catch up now, we multiply the Poisson density for
each amount of progress he could have made by the probability he could catch up from that point:

i .r\ke_'\d[(q."p]l:_ﬂ if k< z}_
Sk |1 k2

Rearranging to avoid summing the infinite tail of the distribution. ..

o A )
1-2 ; [1—(g/p)*™")
k=0 *
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Bitcoin Whitepaper (p.7)
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To get the probability the attacker could still catch up now, we multiply the Poisson density for
each amount of progress he could have made by the probability he could catch up from that point:
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Bitcoin prehistory - It's the result of 40 years of research, development and demand

1998 Wei Dal "8-money*- decentralized database
10 record s and using a type of proof-of-work

N\

1998 Nick Szabo “Securing Property Titles with Owner Authority”

1996 £-gotd

1996 NsA, "How To Make a Mint™ \ 1998 Bir-gote

1983 David Chaum “Bting Signatures
for Untraceable Payments” 1993 £. Hughes "A Cypherpunk’s Manifesta”
1991 Pha Zimmerman 2004 ral Finrey
1978 RSA Public Key Cryptosystems “Protty Good Privacy” PGP "Rousable Proof-of-werk™
1974 Cort and Kaha “A Protecel for 1988 Timothy C. May
Pocket Network Intercommunication” TCP/IP “The Crypto-Anarchist's Manifesto” 2008
\ \ Bitcoln Launched

1976 Whittield Ditbe & Martin Heliman / 1989 David Chaum
“New Directions in Cryptography™

LT s S22
bubble (Beenz, Floor etc)

1980 Ratph Merkde “Protocols for 1992 Cyverpunks founded In SF

Public Key Cryptosystems”

by Eric , Tmothy C. May
and John Giimore

1994 cybercasn /

1985 Bliptic Curve Cryptagraphy

2001 video game
currencies and markets

-era started in 2001
1994 Timothy C. May “The Cyphernamicon” 1994 /
1997 Adam Back, HashCash, DOS countor-measure 2001 pistributed Hash Tables
w/ proof-cl-work
1997 N.Szabo *Formalizing and Securing 2001 8ram Coben, Bittorrent
R ips on Public

-40 yrs -30 yrs -20 yrs -10 yrs
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Bitcoin transactions

Network

Countries

Users

Market cap

Transactions
Transactions / day :
Value transactions / day:
Value transactions / min:
Value transactions (all):

16 yrs

118

400 million (1:20)
S2 trillion

1.2 billion

400 000

$60 billion

$10 million

$105 trillion
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Bitcoin becomes world's
largest bank

ﬁ y Kamsi King

Market Capitalization (Billlon USD)
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Market Capitalization of Bitcein vs Largest Banks

JPMorgan Chase & Co.
Bank of America Corp.

Industrial and Commercial Bank of China
Ltd.

Wells Fargo & Co.
Agricultural Bank of China
China Construction Bank
Bank of China

HSBC Holdings plc
Citigroup Inc.

Goldman Sachs Group Inc.

$743.74 billion
$358.39 billion

$310.34 billion

$256.34 billion
$244.58 billion
$197.15 billion
$187.79 billion
$185.83 billion
$98.45 billion

$125.80 hillion

70



800

=]
[=]
o

400

Percentage Gain (%)

200

Percentage Gain of Different Assets

5yrs

.I I I I I I ‘\I I I I

o o o N & N & el & &
-é-'o\ ‘)"'Ob ";"o o° ‘:'Sb o © ‘}'a P 0{\6 ef&
> 3 N & K 2
v > ° s o 2 S al
'\57\\ * &° © ¥ z?‘? &
ks S &
{So
)
Asset

71



72



	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61
	Slide 62
	Slide 63
	Slide 64
	Slide 65
	Slide 66
	Slide 67
	Slide 68
	Slide 69
	Slide 70
	Slide 71
	Slide 72

